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ABSTRACT 
The research discusses on the CAPTCHA, A CAPTCHA is an acronym for 
"Completely Automated Public Turing test to tell Computers and Humans Apart" to 
differentiate human from machine. In the previous condition, there are many types of 
CAPTCHA that implemented in the web. For example, text based, audio based, image 
based and puzzle based CAPTCHA.. In this project, a drag and drop (D&D) text-based 
CAPTCHA will be develop for a better approach to CAPTCHA, text-based CAPTCHA 
using a simple logic question with a drag and drop feature for validation. Drag and drop 
is a pointing device gesture which user selects a virtual object by "grabbing" it and 
dragging it to a different place. The CAPTCHA will be created in web based application 
in web services using nuSoap library. 
Keywords: CAPTCHA; Drag and Drop, logic questions
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ABSTRAK 
Kajian mi membincangkan tentang CAPTCHA "Completely Automated Public Turing 
test to tell Computers and Humans Apart", ia digunakan untuk membezakan robot atau 
manusia yang menggimakan web aplikasi komputer. Zaman mi terdapat pelbagai jenis 
CAPTCHA yang telah diwujudkan seperti gambar, suara, teks dan puzzle. Dalam 
projek mi, drag dan drop (D & D) CAPTCHA berasaskan teks akan membangunkan 
pendekatan yang lebih baik untuk CAPTCHA, CAPTCHA berasaskan teks 
menggunakan soalan logik mudah dengan drag dan drop ciri untuk pengesahan. Drag 
dan drop adalah alat isyarat yang menunjuk pengguna memilih objek maya oleh 
"meraih" dan menyeret ke tempat lain. CAPTCHA yang akan diwujudkan dalam 
aplikasi berasaskan web dalam perkhidmatan web menggunakan nuSoap library. 
Kata Kunci: CAPTCHA; Drag dan Drop, soalan logik
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CHAPTER I 
INTRODUCTION 
1.1 Introduction 
Nowadays, the growth of internet has been increase rapidly. This will cause the 
web security become a critical and challenging issue. Some hacker wrote a malicious 
program called BUT. BUT also known as robot which can run automated tasks over the 
internet and create problem to the web services. In order to prevent the BUT from 
creating problem, a CAPTCHA based security will be implemented in the web. 
A CAPTCHA is an acronym for "Completely Automated Public Turing 
test to tell Computers and Humans Apart" to differentiate human from machine. The 
function of CAPTCHA is to determine whether the human or BUT by giving the user an 
image with word, the user must key in the word in textbox for validation. For example 
Yahoo, Hotmail or Gmail implement the CAPTCHA in sign up process to avoid BUT 
from signing up a lot of free accounts. 
There are many type of CAPTCHA such as text based, audio based, 
image based and puzzle based CAPTCHA. In this project, a drag and drop text-based 
CAPTCHA will be develop for a better approach to CAPTCHA, text-based CAPTCHA 
using a simple logic question with a drag and drop feature for validation. Drag and drop 
is a pointing device gesture in which the user selects a virtual object by "grabbing" it 
and dragging it to a different place. The objective of this system is to provide a simple 
logic question with multiple choice answer where the question are designed according 
to the intelligence of above age of seven-year-old child to user, user require to drag the 
answer in order to answer the following question for validation.
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1.2 Problem Statement 
The problem that face by the current CAPTCHA are: 
i) The provided image was blur. 
Figure 1.1: Most Maddening Types of CAPTCHA (Mackenzie Yang,2013) 
From the figure 1.1: User unable to enter those numbers because of the picture is not 
clear enough. 
2 
ii) The provided text was unknown. 
Ptercp,d
Mt 'J	 0 
Figure 1.2: Most Maddening Types of CAPTCHA ( Mackenzie Yang,2013) 
From the figure 1.2, how user going to type the text that provided? 
iii) The provided image was often so distorted that even a human cannot read them. 
That's a particular problem in nonsense words like "ru 1 OOzirl." Are those lowercase 
Ls or number ones? Zero or letter 0? (David Pogue, 2012)
1.3 Objectives 
i) To develop a text-based CAPTCHA in the system. 
- A simple logic question for validation to overcome the blur background with 
distorted characters. 
ii) To implement drag and drop feature for text-based CAPTCHA in the system. 
- Drag and drop any object is very easy for every human and no needs special 
analytical or technical abilities. 
iii) To implement a web service for drag and drop text-based CAPTCHA using 
NuSOAP lib. 
iv) To grant an improve security control over the usual CAPTCHA technique at the 
same time improve user friendliness. 
1.4 Scopes 
Scope of project is going to be conducted as follows: 
i) Developed a simple logic question drag and drop text-based CAPTCHA using web-
based application. 
ii) The programming language that will be using in this project are HTML, PHP, and 
j avascript. 
iii) Developed a web service for web-based application using NuSOAP.
1.5 Thesis Organization 
The thesis is consists of five chapters: 
Chapter 1 will discuss about overview of the system or research. It included with 
introduction, problem statement, objectives, scopes and thesis organization. 
Chapter 2 will consists of the literature review about the previous existing systems. It 
might give new interpretation of the old materials, then enhance it with old information. 
Chapter 3 will discuss about the methodology included with the method or technique to 
be used. 
Chapter 4 is about the design and implementation of the system. The system design, 
architecture design and module design will be conducted. 
Chapter 5 is the conclusion part which will summarize the overall achievement of the 
project and system future enhancement.
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CHAPTER II 
STUDIES EXISTING SYSTEM 
2.0 Introduction 
From the title "Drag and Drop text-based CAPTCHA ", this chapter will discuss 
about the findings of the existing system reviews from various literatures or article to 
make the comparison between previous system about the type of CAPTCHA, objective 
function, problem, and the implementation. During this phase, all the journal, thesis, 
article and more will be reviewed. 
The existing system that will compare are reCAPTCHA, TextCAPTCHA and 
QuickCaptcha 1.0. 
2.1 Existing System I: reCAPTCHA 
reCAPTCHA is a authentication system that develop by Luis von Ahn, Ben 
Maurer, Cohn McMillen, David Abraham and Manuel Blum. In September 2009, the 
system has been acquired by the Google.(Google, 2009) 
2.1.lSystem Description (reCAPTCHA) 
reCAPTCHA provide a free service authentication system for user to protect the 
website from spam and abuse, user able to use reCAPTCHA application programming 
interface (API) by register using Google account.
5 
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reCAPTCHA is a image-based CAPTCHA , the objective of the system is to 
provide a image that is difficult to recognition by a BUT and easily be identified by 
human. It will provided an image for user and ask user to key in the validation to protect 
website from BUT attempting such as free email providers, social network, wikis, blogs 
and more. For example to prevent BUT from register a millions of free account in 
email providers such as Hotmail, Gmail and more, which used to send spam 
email.( Luis von Alm et al,2008) 
The implementation of reCAPTCHA is using Java script API with the server 
making a callback to reCAPTCHA after the request has been submitted. It also offers 
plugins for several web-application platforms such as ASP.NET , Ruby, or PHP to ease 
the implementation of the service.(Google,2014) reCAPTCHA also offer a audio 
CAPTCHA option for blind people. 
a ! s!!!
=='Wam, 
T p the two wàrds 
Figure 2.1: The interface of reCAPTCHA( Shane McGlaun,2014) 
Figure 2.1 shows the interface of the reCAPTCHA system that used for authentication 
validation. 
2.1.2 Problem in Existing System (reCAPTCHA) 
reCAPTCHA is a good authentication system because it is difficult to crack by a 
optical character recognition (OCR) tool or software.( Luis von Aim et al,2008) In order 
to make the image difficult to crack by the OCR, the provided image must be more blur 
this will cause the problem for the user.
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Figure 2.2: Most Maddening Types of CAPTCHA ( Mackenzie Yang,2013) 
From the figure 2.2, user are able to key in the "alcvky" but unable to enter those 
number because the image are blur. (Mackenzie Yang, 2013) 
2.2 Existing System II: TextCAPTCHA 
TextCAPTCHA is also a authentication system that are widely used to prevent spaming 
on website. 
2.2.1System Description (TextCAPTCHA) 
TextCAPTCHA also provides a free simple web service to user for using the 
system, registration are required to obtain the application programming interface (API) 
key so that user are able to use the system. 
TextCAPTCHA is different from other CAPTCHA, it is a text-based 
CAPTC}-IA but using a simple logic question for validation. The objective of this 
system is to provide a simple logic question for validation. So far this system have 
180,243,205 simple logic question, the question are designed according to the 
intelligence of a seven-year-old child so it is easy to be answer.(David Bushell, 2011) 
Example of the question are: 
The 6th letter in "unrolled" is? 
What is fifty-eight thousand, five hundred and seventy-four as digits? 
Which of 3, twenty-nine, 70, 46 or 65 is the lowest?
cAPTCMA 
This question is for testing whether you, are huriar visitor and to prevent at
 
The rumbcr of body parts in the list face, knee and six is?: * 
Question text provided by textcaptchaaorn 
Figure 2.3: The interface of TextCAPTCHA(Softpedia,20 14) 
TextCAPTCHA using web service API as their implementation, by using API key user 
are able to access the XML web service interface. The XML will response with a plain 
text question, and the answer will be converted to lowercase and encrypt with MD5 
hashes. Figure 2.4 shows the answer that has been encrypt with MD5 in simple XML. 
Figure 2.4: The answer with MD5 Encrytion.(TextCAPTCHA,2014) 
2.2.2 Problem in Existing System (TextCAPTCHA) 
One of the problem that existing in this system are the accessibility, because the 
question that are provided by the system is only English. This will be a problem to 
people who are not using English as their primary language.(Lewis, 2007) 
Beside that limited questions in the system also is one of the problem, according 
to (Lewis, 2007) because there's only a limited amount of questions in the system 
provided, and soon enough hots will have indexed all the default ones, or indexed all the 
ones from popular boards. The questions only need to be human solved once, and then 
the BOT can cache the question and answer and spam away. These make it not a great 
choice for the developers to include by default.
8 
9 
2.3 Existing System III: QuickCaptcha 1.0 
QuickCaptcha 1.0 is a script that will provide CAPTCHA functionality to any website. 
2.3.1 System Description (QuickCaptcha 1.0) 
QuickCaptcha 1.0 is different from TextCAPTCHA and reCAPTCHA because it 
is not a web service, it is a PHP script that will provide a CAPTCHA functionality. The 
script is free, user able to modified the script. 
QuickCaptcha is a image-based CAPTCHA. The objective function of 
QuickCaptcha is to provide the graphic or picture that are easily read by humans but 
not so easily by the BOT. 
Please enter the code shown above and click Submit-
Figure 2.5: The interface of QuickCAPTCHA( web 1 Marketing,20 14) 
QuickCaptcha 1.0 use PHP programming language to implement the CAPTCHA, 
the requirement of use this CAPTCHA are PHP version 4.3.2 with GD library 2.0.2. 
QuickCaptcha also allow user to configure the CAPTCHA setting such as specify 
string length, allowable characters, color contrast, adn several kinds of geometric 
obfuscation elements. 
2.3.2 Problem in Existing System (QuickCaptcha 1.0) 
One of the problem of QuickCaptcha 1.0 are, user must have a PHP 
programming language knowledge to configure the CAPTCHA setting. If user does not 
have the PHP knowledge, user unable to configure the string length, allowable
10 
characters, color contrast, adn several kinds of geometric obfuscation elements of the 
CAPTCHA because QuickCaptcha does not provide an interface for configuration. 
The next problem is the browse will not refresh the image. This will happen 
when user key in the wrong code and click "back" button to return to the form, the 
browser will not refresh the image although the expected number is changed. 
2.4 Comparison within Existing System 
Table 2. 1: The comparison within the existing system 
Features Drag and reCAPTCHA TextCAPTCHA QuickCaptcha 
Drop text- 1.0 
based 
CAPTCHA 
Type of Text based Image based Text based Image based 
CAPTCHA captcha captcha captcha captcha 
Audio No Yes No No 
CAPTCHA 
Drag and drop Yes No No No 
feature 
Reload Button No Yes No No 
Web Service Yes Yes Yes No
Based on the above table, Drag and drop text- based CAPTCHA and TextCAPTCHA 
have the similarity of the type of CAPTCHA which are based on text based CAPTCHA 
while reCMTCJjk and QuickCAPTCHA are based on image based CAPTCHA . The 
comparison also shows that reCAJTCHA , TextCAPTCHA and QuickCAPTCHA does 
not using the Drag and Drop feature. Most of the CAPTCHA are implement in web 
services. 
CHAPTER III 
METHODOLOGY 
3.0 Introduction 
This chapter will discuss about the phases of the overall project methodology in 
order to ensure that the project is carry out with correct sequences. A suitable system 
development methodology is needs to be selected as software methodology is the 
framework that used to structure, plan and control the process of developing 
information systems. With a suitable methodology, it will lead the development of 
software become more effectively and efficiently. 
3.1 Methodology 
The system development methodology that will use in this project is iterative 
model. The reason that choosing the iterative model is because Iterative process starts 
with a simple implementation of a subset of the software requirements and iteratively 
enhances the evolving versions until the full system is implemented. 
Li 
BuildiOesign& 
-	 Development 
BiId 2
	 Design&. ufrem.nts JL Devetopment 
Bufld3_ Design& 
Development
Testing
	 F—rni impiarnntatton 
Testing
	 1, 0 1 Implementation 
I. .
Implernentwon] 
Figure3.1: Iteractive Model Phase
Figure 3.1 show that the iterative model consist 4 phases that are requirement, design 
and development, testing and implementation. 
3.2 Phase I: Requirement 
This phase is analyzed the requirements of the proposed system, collect the data from 
users. The requirements will comprise the function and interface that are expected by 
the users. The questionnaire will parallel processing with the requirement analysis. 
Question! 
1) Do you know what is Completely Automated PublicTuring test to tell Computers and Humans Apart (CAPTCHA)? 
Yes 35 70% 
NO[14]
	 No	 14 28% 
Objective This question is to get information on participants who know about the 
CAPTCHA. 
Analysis There are 70% of participants know about the CAPTCHA and 28% of 
participants doesn't know. 
Question2 
2) What categories of CAPTCHA you have seen before ?( can choose more than one answer) 
CAPTCHA based on text	 24 48% 
CAPTCHA based on. 	 CAPTCI-IA based on image 35 70% 
CAPTCHA based on... 	 CAPTCHA based on audio 23 46%
CAPTCHA based on
 IF	 CAPICHA based on video 17 34% CAPTCHA based on puzzle 13 26% CAPTCHA based on CAPTCHA based on 0	 7	 14	 21	 28 
Objective This question is to differentiate the types of CAPTCHA often saw by 
participants. 
Analysis Most of the participants saw Image-based CAPTCHA which occupy 70% 
of the participants, followed by Text-based CAPTCHA which hold 48%, 
then is the Audio-base CAPTCHA shown 46% and the least is the Puzzle-
based CAPTCHA which is only 26% of the participant saw it often.
12 
Vos
Yes 40 80% 
— No 1101
	
No 10 20% 
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Question3 
3) What problems do you have when enter the CAPTCKA "(can choose more than one answer) 
Hard to identify due to the number of classes of characters and digits are very small.
	 22	 44% 
Hard to Identilly Visual problems 	 21	 42% 
Visual problems Confuse of the image identification due to images blotting. 	 27	 54% 
... Confuse of the im
_________________ Hard to identify actual arrangement of puzzles.
	 23	 46% 
Having the almost same similar sound of character.
	 14	 281A 
Hard to Identify... 
Having the almost...
0 5	 10
	 IS	 20	 25	 30 
Objective . This question is to demonstrate the problems that face by the 
users when entering the CAPTCHA. 
Analysis 54% of the user confuse of the image identification due to 
image blurring; 46% of the user mentioned hard to identify 
actual arrangement of puzzle; 44% of the user mentioned hard 
to identify due to the number of classes of characters and digits 
are very small; 42% of the user mentioned about visual 
problems and the rest 28% having the almost same similar 
sound of character.
Question4 
4)Do you agree that CAPTCHA can bring highest level of security by prevent the 601 attacks? 
Objective
	 I This question is to get information on participants who agree that 
CAPTCHA can bring highest level of security. 
Analysis
	 I There are 80% of participants said yes and 20% of participants said 
no. 
Yes
Yes 39 78% 
NofllJ	 No	 11 22% 
Question5 
5) Do you think that implement a drag and drop feature in CAPTCHA is more ease of use? 
14 
Objective	 I This question is to get information on participants who agree that 
implement drag and drop feature in CAPTCHA is more ease of use. 
Analysis	 I There are 78% of participants said yes and22% of participants said 
no. 
3.3 Phase II: Design & Development 
In this phase, the analysis data will be convert into logical and physical design 
system specification such as flow chart, use case diagram, context diagram, Entity—
relationship diagrams and Prototype Interface will be created and all the material that 
will be used in the project will be listed. 
After having the design plan, diagrams and virtual interface, the development 
will start with coding. The project will be code by using PHP language, JavaScript, and 
HTML. 
3.4 Design Description 
The design descriptions that will be created are Use Case Diagram, Flow Chart, Context 
Diagram, Entity—relationship diagrams and Prototype Interface.
3.4.1 Use Case Diagram
Figure 3.2: Use Case Diagram 
Figure 3.2 is a Use Case Diagrams that show the functions of between the client and 
admin in the system. In the system, admin able to create the text-based CAPTCHA logic 
question and store in the database. Admin also able to the manage the system such as 
delete and view the client and question information. For the client, client must register 
in order to use the provided service. After registration, client will get a authentication 
key and password and able to use D&D text-based CAPTCHA service.
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